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Introduction to MS Office exploitation

MS Office commonly exploited since
2006

Existing exploits in the wild exploit
unexceptional the older OLESS file
format.

Currently no known bugs in the newer
XML based MS Office format.
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CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2006
CVE-2007
CVE-2007
CVE-2007
CVE-2008
CVE-2008
CVE-2009
CVE-2009

- 0009 Powerpoint
-0022 Powerpoint

-2492 Word

- 3434 Powerpoint
-3590 Powerpoint

-4534 Word

- 4694 Powerpoint

-5994 Word
-6456 Word
-0515 Word
-0671 Excel
-0870 Word
-0081 Excel
-4841 Word
- 0238 Excel

-0556 Powerpoint

Some MS Office exploits since 2006

MSO06
MSO06
MSO06
MSO06
MSO06
MSO06
MSO06
MSO07
MSO7
MSO07
MSO07
MSO07
MS08
MS09
MSO09
MS09
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-012 (March 2006)
-028 (June 2006)
-027 (June 2006)
-062 (October 2006)
-048 (August 2006)

- 060 (October 2006)
-058 (October 2006)
-014 (February 2007)
-014 (February 2007)
-014 (February 2007)
-015 (February 2007)
-024 (May 2007)
-014 (March 2008)
-010 (April 2009)
-009 (April 2009)
-017 (May 2009)
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Short introduction to the OLESS format

OLESS Header
FAT FS
SectorNumbers
OLESS directory entries

Data is divided into directories
(storages) and files (streams)
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Short introduction to the OLESS format

Depending on the application streams
may contain

Macros
Graphics
Tables
Sounds
Animations
é .
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Short introduction to the OLESS format

Parsing can be done using the Win32
COM API

StgOpenStorage ()
IStorage = methods
IStream  methods



Example ofam alicious MS Office document structure
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Typical MS Office Shellcode behavior

When a bug in a MS Office application
gets triggeredE©ée

Shellcode executes

Finds itself by open file handles
enumeration and file size checking

SetFilePointer to encrypted PE
File(s), decrypt, drop and execute

Drop harmless embedded MS Office
document and start to look iInnocent
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Status Quo to MS Office document analysis

Not much public information about
MS - Office  malware analysis available

Microsoft Office Binary File Format
Specification (since Feb. 2008)

Bruce Dangdés talk AMet hc
Understanding Targeted Attacks with
Of fi ce Document so
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Available tools for Ms Office analysis

DFView (oldschool Microsoft OLE
structure viewer)

Officecat (signhature based CLI utility)

FlexHex - Editor (OLE compound
viewer)

OffVis - ( Office binary file format
visualization tool)
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OffVis in action

OffVis: apptom_c.mal
File Edit Wiew Tools Help
Parser: 'Cases_dll : PowerPoint37_2003BinaryFormatD etectionLogic(CVE-2007-0671, Cv_ = | Parse |

Raw File Contents - ] F'alsmg Fiesulls

000DZ980 00 01 00 09 FO 10 00 00 00 CO 03 00 DGA‘ [Name [...] Offset
000D2990 00 CO 12 00 00 E6 OE 00 00 02 00 0O& F | =y :
000DZ940 00 64 10 00 00 01 02 00 00 13 00 OB FO }: Children[102] 262565
000DZ9E0 00 7F 00 00 01 00 01 23 00 22 Fl1 36 0O - DrawingContainer[0] ... 862585
oooDzsco 03 01 00 00 00 A0 C3 2Z4A 00 00 OO 02 0O [~} DrawingContainer[1] ... BB2725
000D29D0 00 1C 01 00 00 1D 01 0O 0O 1C 01 0O 3 T =
000DZ9ED 1C 01 00 0O 1D 01 00 00 1C 01 0O Sacer

000DZ9F0 1C 01 00 0O 00 10 FO 08 00 00 =} Children[4] 862733
000D2400 DO 11 F6 OC [#)- MSOShapeaAtom[0] ... B62733

000DZal0
000DZAZ0 MSOPropertyTable[1] ... 862749

000DZA30 : Atom[2] .. 862817

Q00D 2A20 =} ClientTextBox[3] ... 862841
000D2ZAS0 -
0o0DzZAG0 - Header 862841

000DZA70 =} Children[5] 862849
000DZAS0 =

000D2AS0 [+) TextHeaderatom[0] ... 862849
000DZAaA0 = Atom[1] ... 862861

000DZAEO ! [©) Header 862861

000DZACO : =
000D2AD0 - Version 862861

000DZAED 3 i > Instance 362361
000DZAFO : i H

0o0o0DZBOO
000DZE10 i Length 862865
000oDZEBZ0 i = Data ... 862869

000D2B30 [+)- Atom[2] ... 862889
000D2B40
000D2ZBE50 Atom[3] ... 862909

000DZEBE0 [+) DrawingContainer[4] ... 862931

gggggg;g —}- DrawingContainer[2] ... 862931
000D2E90 [*)- Header 862931
000DZBAO } Chlldren[4] 862939
000DZEBO | : 4 4 SIS errsmre | e
000D2BCO [ < | i }

000DZEDO  pm——
000DZBED Parsing Notes |
gggggggg [| | Type | rotes | offset Length | wuln 10

oooDzZCclo DefinitelyMalicious Potentlally exploitable Property Table ... 862955 CYE-2007-0671

g g g E 2 E g g SE_OH DefinitelyMalicious |Found a malicious PST_ OutllneTextRe. .. |B62863 _ CYE-2009-0556
DefinitelyMalicious Found a malicious PST_OutlineTextRe... 863069 CYE-2009-0556
oooDpzc4ao -

OOONDDCE0

|Offset: 862863 Length: 2| 1937,5ms | 140,625ms




Introduction to the
noOfficeMal Scanner o s
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OfficeMalScanner features

OfficeMalScanner is a forensic tool for analysts to
find malicious traces in MS Office documents.

Features:
SCAN
BRUTE
DEBUG
INFO
INFLATE
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SCAN mode (Shellcode scanner)

GetEIP (4 Methods)

CALL NEXT
POP reg

JMP [OXEB] 1ST
POP reg
CALL 2ND

JMP [OXE9] 1ST
POP reg
CALL 2ND

FLDZ
FSTENV [esp -0ch]
POP reg
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SCAN mode (Shellcode scanner)

Find Kernel32 base (3 methods)

MOV reg, DWORD PTR FS:[30h]
XOR reg_a,reg_a

MOV reg_a(low  -byte), 30h
MOV reg_b, fs:[reg_a]

PUSH 30h

POPreg a

MOV reg_b, FS:[reg_a]

Find structured exception handling
MOV reg, DWORD PTR FS:[00h]
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SCAN mode (Shellcode scanner)

APl Hashing
LOOP: LODSB
TEST al, al
JZ short OK
ROR EDI, ODh (or 07h)
ADD EDI, EAX
JMP short LOOP
OK: CMP EDI, ...

Indirect function call

PUSH DWORD PTR [EBP+vall
CALL[EBP+vall
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SCAN mode (Shellcode scanner)

Suspicious strings
UrlDownloadToFile

GetTempPath

GetWindowsDirectory
GetSystemDirectory

WinExec
ShellExecute
IsBadReadPtr
IsBadWritePtr
CreateFile
CloseHandle
ReadFile
WriteFile
SetFilePointer
VirtualAlloc
GetProcAddr
LoadLibrary
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SCAN mode (Shellcode scanner)

Easy decryption trick

LODS(x)
XOR or ADD or SUB or ROL or ROR
STOS(x)

Embedded OLE Data (unencrypted)

Signature:  \ xDO \ xCF\ x11 \ xEO \ xAl1 \ xB1 \ xla \ xE1
Gets dumped to disk
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SCAN mode (Shellcode scanner)

Function Prolog

PUSH EBP
MOV EBP, ESP
SUB ESP, <value> or ADD ESP, <value>

PE- File Signature (unencrypted)

Offset Ox0 == MZ
Offset Ox3c == e_lfanew
Offset e_Ifanew == PE

Found PE -files are dumped to disk
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SIS

SCAN mode in action

Analysis finished?

[>] SCAN mode selected

[>] Opening file apptom_c.mal

[>] Filesize is 968192 <{(Oxec68B> Bytes

[>] Ms Office OLEZ Compound Format document detected
[>] Scanning now. ..

FS:-L[380h]l] {(Method 1> signature found at offset: Bx506e
API—Hashing signature found at offset: Ox52fb

PUSH DWORDIL 1/CALLL] signature found at offset: 8x58ab
PUSH DWORDIL1/CALLIL] signature found at offset: 8x5137
PUSH DUWORDIL 1/CALLIL] signature found at offset: Bx518a
PUSH DWORDIL1/CALLL] signature found at offset: 8x51cS
PUSH DWORDIL1/CALLIL] signature found at offset: 8x51d6
PUSH DWORDIL 1/CALLL] signature found at offset: 8x52589
PUSH DWORDILI1/CALLIL] signature found at offset: 8x528b
PUSH DWORDIL1/CALLIL] signature found at offset: 8x52bb
PUSH DWORDIL1/CALLIL] signature found at offset: 8x52cl
PUSH DUWORDIL I1/CALLL] signature found at offset: 8x52cd
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BRUTE mode
Easy XOR + ADD 0x0 I Oxff buffer decryption

After decryption
Embedded OLE check
PE-file signature check

Found fi

les get dumped to disk

Brute—forcing for encrypted PE- and embedded OLE-files now...
R0R encrypted embedded OLE signature found at offset: Bx1BhBB - encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c__EMBEDDED_OLE__OFFSET=0x18h08A__XO0R-KEY=0x85.hin
R0R encrypted MZ/PE signature found at offset: Ox5hBB - encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c__PEFILE__OFFSET=0Bx5hB8__XOR-KEY=0x85.hin

R0R encrypted MZ/PE signature found at offset: Bx26708 - encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c__PEFILE__OFFSET=0x26780__XO0R-KEY=0x85.hin

R0R encrypted MZ/PE signature found at offset: Bx2e8fc — encryption KEY: Bx85

Dumping Memory to disk as filename: apptom_c__PEFILE__OFFSET=0x2e8fc__XOR-KEY=0x85.hin
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DEBUG mode

The Debug mode displays:

Disassembly for detected code
Hexdata for detected strings and PE

API-Hashing signature found at offset: BxcSc

Jjz $+BAh

rop
add
inc
Jmp
cnp
pop
Jnz
pop
mov
mov
add
mov
mov
add
mov

esi, @Dh

esi, edx

eax

$-@Dh

edi, esi

esi

$-1%9h

edx

ehp, ehx

ebx, [edx+24hl
ebhx, ehp

cx, [ebx+ecx*2]
ebx, [edx+1Chl]
ehx, ehp

eax, [ehxtecx¥4]
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